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Central & Eastern Europe, Middle East & Africa Analyze the Future
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Crisis Influences IT Budgets =300
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Organizations looking for ways to cut hardware costs and
simplify IT management

Expanding mobility and search for productivity boost

Increased danger of Data Leackage — Incidental or
voluntary

Fines for not meeting regulatory laws threaten existence
of firms

Continued expansion of Web 2.0 causes more
vulnerabillities

Protection of intellectual property becoming a priority

Green Initiatives
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O Not a significant threat atall W2 O3 ®4 ™ Very significant threat

Employee Sabotage

Unwanted Reconfiguration

Denial of Service Attackers

External Hacking

Corrupt@
Disclosure of Client

Spam

Viruses

T T T T 1
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Q. Please rate the following threats in terms of their seriousness for
your organization's network, data, and Internet security.

Source: IDC CEMA Security Roadshow 2008 Attendee Survey
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How does the leaks of confidential =1DC
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Information occur? e

Base: 43 respondents (Among those who have experienced leaks of confidential information in the past
18 months) (Please check all that apply)

< Corporate Email a%
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Instant messaging

Lost/stolen mobile device (PDA, | -~
Smart Phone)

Media devices (USB, iPod [ 19%

Other - 12%
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74% of the organizations believe, that monitoring e-mail is very important for DLP
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What do the users need? =1DC
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More effective

messaging security Increased spending on e-mail security

bi-directional security

More-effective anti-spam solutions
E-mail encription and data loss prevention

Adoption of virtual security appliances

“The accidental provides

opportunity for the intentional.”
Small finance
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the past

Web 2.0 Technologies Bring New Security Risks
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74% of the organizations believe, that monitoring e-mail is very important for DLP
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SaaS Compound Annual Growth
Rate (CAGR) 46%

46%

Software Appliance SaaS Total

Advantages of SaaS model
adoption

*Cost — Opex than Capex

*Treat detection better, easier
updates

*Easy of implementation and use
*Fewer IT resources

Latency due to traffic rerouting
Less control

*Environment Friendly
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IT Security as a Service: Data Loss =10
Prevention Solution, Case March 2009 s

prevents confidential information from
leaving a customer's network,
blocking the copying of any data in any
external drives, electronic faxing or
printing
Enable customers to
locate their confidential
data and conduct a pre- Endpoints policy push
deployment risk
assessment

DLP: email, instant
messaging (IM),
Web, Secure Web

(HTTPS), FTP, peer
to peer (P2P), and
generic TCP

© 2008 IDC

managed security
services portal with
security status
information, alerts,
and escalation
reporting

Discovery capabilities
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“Cloud Computing (“Cloud”) separates application and information
resources from the underlying infrastructure and mechanisms used to
deliver them with the addition of elastic scale and the utility model of
allocation”

Source: Cloud Security Alliance
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Cloud computing (Saas, laaS, PaaS)—-  _
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Changes in Security policy: does | have the same
Challanges control over the applications and services?

* Who manages it
Am | steel secure and meeting the SLA

* Who owns it
 Where it's located <

* Who has access to it

Compliancy, may | prove it to auditors

* How it's accessed How do | solve old security problems, like
vulnerabilities, patch management, system
integrity?

Source: Security Guidance for Critical Areas of Focus in Cloud Computing, Cloud Security Alliance
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« Organizations must accelerate their adoption of next generation
security solutions, the cost of not doing so is increased malware
infection, data leakage, and financial loss;

* New platform options, such as SaasS, should be explored as part of
this adoption and organizations should find vendors which provide next
generation technologies.

« Corporate DMZ is cluttered with security point appliances (appliance
fatigue). Organizations using multiple point appliances should take this
opportunity to consolidate in order to reduce administrative and support
Costs.

* In-the-cloud security should include careful Risk assessment, if done
right, can consolidate point products, simplify them and reduce cost

« Latency is the hardest problem to solve for in-the-cloud security
service. Distributed, multi-tenant architecture is key to solving it. »\

© 2008 IDC



Can You Economize on Security and L.

H OW’) ﬁy;elrbgzm(;

Yes you can:

* Cloud computing (SaaS) and security as a service
 Unified security mgmt
* Appliances

* Review technology stack

e Standardize the infrastructure
 Implement policy, follow it

* Open source (watch the overhead cost!)
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