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dTEJICTBOTO.

TOBA YUCJIO U3UCKBA PEIIABAHE HA CIICAHUTE Ka3yCHU B CUCTEMATa Ha IbpKaBHAra
anMuHUCTpanus Ha PenyOnuka bearapus:

B napenbara ce ka3Ba:
Yn. 27. (1) Pvkosooumenume Ha aOMUHUCmMpayuume ocueypsasam cepmupurayus Ha
svmpewnume npasuia kamo "Cucmema 3a ynpasierue Ha uHpopmayuouHama cueypHocm"
no cmucwvia na ISO 27001:2005 om onpasomowiena 3a mosa opeaHu3ayus.
Cmanoapma ISO 27001:2005 3acsea u ynpasieHuemo Ha akmugume, Kamo U3UCK8a:

- Kamezcopusupane / knacuguyuparne/ na ungpopmayuoHnume axmueu

- Cwszoasane u akmyanusupane Ha 0ematiu3upany OYeHKu

- Ilepuoouuno uneenmapusupame

Novell.



PyHOaAMeHTa :

Q: KakBO€Tou B ocHOBaTa Ha MHPOpMaLUOH-
HaTa CUrypHocCT ?

A. Bb3MOXXHOCTTa NnepMaHEHTHO, AMHAMUYHO
na “Bmxgame” v KoHTpoRupame Bcudkm T
aKkTnBU

PeLleHue: ZEN Asset'Management ot
Novell




N

B1HL3MO)XHOCTM 3a:
* |/|HBeHTapI/I3aLI,I/IF| Ha aKTuBumutTe -ynpaBneHme Ha aKTuBumTe

—XapayepHa nHBeHTapusauus —WN3non3BaemMocT Ha codpTyepa

> CBefeHus1 3a fokarnHo UHCTarimpaHu

> [TbSIHa cucTemMHa nHdopmMmaums
N CbpBbPHO BasmpaHn NPUNOXeHNs

—CoqpryepHa nieeHTapusauus > Koun npogyKTu ce M3non3ear 1 Kou

He 1 OT Koro
> [laTeHTOBaHa TexHororusa 3a

pasnosHaBaHe —YnpaBrneHue Ha copTyepa
> MeceyHn bnaenTu > KapTuHa Ha cboTBEeTCTBUE —

3aKyrneHu NINLEH3M C MHCTanmpaH
cogotyep

> I'Ipocnen,BﬂBaHe Ha JIMUEeH3NnTe —
BbBeXOAaHE Ha OaHHU MPUN NMOKYNKa

—WN3cnepgBaHe Ha mpeXxaTa

> ApeHTuunumnpaHe Ha yctpoucTeara
3aKkadeHun B MpexaTa

> 1anon3saHe Ha SNMP/WMI

> OTKpMBaHe Ha ycTpouctsa c/6e3 ZAM

—YnpaBneHue Ha 4OroBopu

> [loroBopu 3a xapayep u codptyep

KIMUEeHT
> [logapbxkka, HaeMm, rapaHums,
KIMo4oBU AaTt U CpokoBe
© Novell Inc. All rights reserved > anernﬂHe Ha ﬂ,OKyMeHTM 3a

noaapbxka



OCHOBHM XapaKTepUCTUKMU

*CKaHnpaHe 1 OTKpUBaHE Ha COPTYEPHU MPOAYKTH,
CbpPBbLPU, NEPCOHANHN KOMMIOTPU, MPEXKOBM
YCTPOWUCTBA

*/13non3Ba pa3swunpeHa 6asa “3HaHua” - Hag 70 xun
npoaykra

*Pasumpsaema apxutekTypa
*KoHurypaumm - npocnegdasaHe Ha UCTOpPUATA UM

*Paswinmpssiema 6a3sa crnpaBku -noTpedunTenaT onpeaens
nonerara

*CKkaHupaHe no 3anuteaHe (on demand)
*\WWeb-6a3upaH goctbn
*ld3BecTsBaHe npu ,MHUNOEHT"



bnarogapeHne Ha ZEN Aset Mnanagement

e 3HaeTe C KaKBO pal3roriararte, Kbe U
B KaKBO CbCTOAHNE CE-HaMUpPa, KaK CE
Nnosri3Ba




MHBeHTapu3auua Ha akTuBuTe N
[ledunHmnpaHa basa 3HaHu4A

Ba3upaHa Ha npocTtua Bbnpoc: OT kKakBa MHopMauus ce Hyxxgaar UT
MEHUIKbPUTE U KaK LLe S n3nonasar?

» CbrnacysaHe Ha HMBO OaHHU U MPUNOXKEHUS

« HopmanusnpaHe Ha onncaHMeTo Ha nNpoaykTa
—lpoussogurten, Mime Ha npogykrta
—Bepcua, E3uk n Patch level (SP, SR, u T.H.)

« [letannmnanpaHa nHgopmauma 3a npogykra
— CBbp3aHOCT Ha AeUHUPaHNUTE KOMMOHEHTU NaKeT/ NakeT

— Knacundomkauus Ha Tmna npoayktn, Hanpumep Comm Software/Chat
Software, System, Monitor

— KoanpaHu nuuUeH3Hu aaHHn 3a codryepa

* Bb3MOXHOCT 3a cb3gaBaHe Ha coPTyepHU AedPUHULMN 3a NPOLYKTUN U
COpTyepPHUTE NAKETU CMOPEe HYXXOUTE Ha KITMeHTa

* Mece4yHu bngenTn, noctaBeHn Ha web-cant(PRUS)

© Novell Inc. All rights reserved
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IJocTtoBepHa nHdopmaumsa ,,on demand®

Novelle nateHTOBa TeEXHOMOrna 3a pasno3HaBaHe, KOATO
OOCTaBA onucarterieH 1 YeTnune pesynTart 3a NpUnoXeHuaTa.

Manufacturer __[Product ____________________ [Version | _Installations History|
Microsoft Wisio 2000 6.0 5R-1 Pro 2 iew
ihicrosoft Wizio 2000 6.0 5R-1 Tech 1 Miew
iicrozoft Vizio Professional 2003 11.0 5P1 2 Miew
Microsoft Vizio Professional 2003 11.0 5p2 4 Wiew
ihicrosoft Vizio Viewer 2002 10.0 4 Wiew
Microsoft Wisio Wiewer 2003 11.0 4 Wiew
Microsoft Wisual Basic 6.0 5P-6 1 Wiew
ihicrosoft Wizual Basic 6.0 2 Wiew
Microsoft Wizual Basic \MET Standard 2003 71 2 iew
Microsoft Wizual Basic Enterprise Edition 6.0 5P-6 1 Wiew
ihicrosoft Wizual C++ 6.0 5P-& 1 Wiew
ihicrozoft Vizual C++ 6.0 5P-4 2 Miew
Microsoft Wisual C++ 6.0 5P-3 1 Wiew
fticrosoft Wizual Ces 6.0 2 Wiew

© Novell Inc. All rights reserved



He3abaBHO nocTuraHe Ha uenTa

™) 6up3 gocTbn Ao AaHHUTE!

6 HopmanusnpaHa nHgpopmaumna

|
- '.l

-
.

~ CnpaBKu, OTYETU, apryMEHTU, KOHTPOST =
i!%“” yrpaBreHCKN peLLeHs
K‘\d .

\
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Beye 3HaeTe Ko akTUBU KakK 1 JOKOJIKO Ce
n3non3saT




I ———
N3non3BaHe Ha codTyepa

* [lpocnensBaHe nanonasaHeto SW 3a:
—JloKanHu n cCbpBBLPHO BasnpaHu NPUIIOXKEHNSA
—[punoxeHus, ctaptTupaHu Ypes bpaysbp

—[punoxeHunsa, obenyxsanu ot Citrix 1 Windows Terminal
Server

* [Tpernen Ha BCUYKKN MPUITOKEHUS, BKITHOYUTENHO
nedurHnpaHm ot notTpebutens

* IamepBaHe KakTo Ha 0bLoTO BpeMe 3a paboTa, Taka
N Ha TOBAa 3a KOETO MNPUIIOXKEHMETO € DNNO aKkTUBHO B
npo3opeL

* AHann3un Ha aTpudyTn No paboTHa cTaHUMS N Mo
noTpeouTern

© Novell Inc. All rights reserved



EdeKkTMBHOCT Ha MHBeCTULNUTE

* Konko buxTte cnectunu oT ueHarta Ha
NNLEH3U, aKo KornyBaTe camMmo TOBa, KOETO
HaAMCTMHAa ce n3nons3sa?

» Kornko 6uxrte cnectunu npu goroBopupaHe ¢
npogaBadnTe, ako 3HAETE KOJIKO NULEH3a
peanHo ca BM Heobxoanmm?

© Novell Inc. All rights reserved



LianaTta kapTuHa:

Huuensn + IsnonssaHe + VIHBEHTapu3auusd




N

Contract Management - nonswu

* YBEennyeHa BNONMOCT U ACHOTA
—HamansiBa pucka oT Hecna3BaHe Ha CPOKOBE 1 YCNoBUS
—[NopobpsiBa no3vyuaTa npeq NPou3BoAUTENS NPy JoroBapsHe

—IlaBa AcHa KapTMHa Ha KakBO nMa npaBo maintenance/support

* HamansiBaHe Ha ueHaTa

—EnnMmunHmnpa 3akbCcHsIBaHe Ha BHOCKU cref BpbllaHe Ha
obopyaBaHe noa Haem

—HamansBsa pasxoguTte cBbp3aHu C NUNCBaLLM NogHOBABAHNUS
Ha NULEH3U

—HamansBa BpeMeTo 3a oTKpMBaHe/ynpasnsiBaHe Ha
[I0rOBOPHUTE JOKYMEHTU

—HamansBa BpeMeTo 3a nokanuanpaHe Ha akTUBUTE CBbp3aHu
C JloroBopuTe

© Novell Inc. All rights reserved



I —————
Contract Management Bb3MOXHOCTU

« 3anuc n yrnpaeneHne Ha Bcu4iku tunose T gorosopu

—Maintenance, HaeMm, rapaHuusi, cepBuc

« KntovoBu gaTtu 3a npocnegsasaHe

—B cuna, Ha npekpaTaBaHe, Ha NOJHOBSIBaHe
. [MpukpensHe Ha AOKYMEHTM
. 3anucBaHe Ha KIn4oBu CPOKOBE U yCJ10BUA

. CBbp3aHOCT Ha akTuBKU, NOTPeOUTENN, OTAENMN,
NUUEeH3un

. [MpocnensBaHe UcTopusaTa Ha NoAHOBABAHE Ha
NUUEeH3n

. [JobaBsHe Ha aTpunbyTun ¢ noneta AgeduHUPaHn ot
- ROTPebutens



Architecture

ZENworkse Asset Management

n
>

Task service

*Network discovery
*Knowledgebase updates
«Software updates

Collection service
Inventory schedules
*Client updates

\ 4

Manager

Updates

—> !J/ Servers

_.Em Window/Mac/Unix/Linux
\.____/J

> m Mobile and laptop users

Administration

Inventory and

usage data
< > lﬂ. I
Web Console Central
database

Reporting, analysis, software compliance

© Novell Inc. All rights reserved

Inventory data

"--\_‘w

— m Remote dial-up users
~'---\_._..v

—»g Network printers

Routers, switches,
hubs, other IP devices
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ZENworks Asset Management demo

Access to ZENworks Asset Management demo.

Username = zamdemo
Password = novell

© Novell Inc. All rights reserved


http://www.novell.com/solutions/resourcemanagement/assetmanagement/demo.html
http://www.novell.com/solutions/resourcemanagement/assetmanagement/demo.html

N —
SIEM nnu Log Management ?

N360pbT:

- yNpasrneHne Ha MHUMOEHTWN B peanHo BpeME -
real time SIEM

I

- KOHTPON W pascriegBaHe npun HeobxoanMocCT - Log
Management

... Ce ornpenend ot Hy>XaunTe n uenuTte/3agadymnTe
KOUTO BalllaTa opraHn3aumnada Cu nocrtaBA.

3aObIMKUTENHUTE OOLLN 3aKOHO4ATENTHU U3NUCKBAHUSA
(compliency) ce nokpuBar 1 OT ABaTta NpoayKTa.

© Novell Inc. All rights reserved



U Bce nak ... SIEM nnn Log Management

Log Management
« Troubleshooting

« KoHTpon Bbpxy ,noBegeHNeTo"
Ha noTpebutente

« CbOTBETCTBUE CbC CTaHOapTuTe

« PascnenBaHe 3a
HenpaBoMeEPHU/KPpUMUHATHU
0EencTBuUS

* KOHTpOs BbpXy
dYHKLMOHNUPAHETO/CHLCTOAHNETO
Ha cuctemute (health monitoring)

© Novell Inc. All rights reserved

SIEM

HJeTannHa Kkopenauus Ha
cbbOuTUATa

PaspelwaBaHe Ha
npo6nemMmuTe B pearniHo
Bpeme

3aabnboyeHun
pa3criegBaHuA 3a
HenpaBoOMepHU AeNCcTBUA
UM 3aKOHOHapPYyLUEeHUSA

CvoTBeTCTBME CBLC
cTaHpapTTe



-]
3allo opraHm3auunTe non3saT

LM/ SIEM

aHketa Ha SANS Institute (www.sans.org)

NMbpBuTe 5 oT 10 hopmMynupaHn NPUUYUNHM:

1. pocnegsasaHe Ha HenpaBOMEPHU OEUCTBUA U
MOHUTOPWHI Ha AENUCTBUATA Ha noTpebutenure

2. Tekywa agmuHuctpaums n Process Control
Complience

3. Pa3cneaBaHe 1 aHanmsa Ha NpecTbnHU AeENCTBUA

4. [lokazBaHe Ha CbOTBETCTBME CbC CTaHOAPTUTE U
Hapenbute

5. YnpaBneHne Ha CUrypHoOCTTa Ha MpPeXunTe

© Novell Inc. All rights reserved
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[lpeansBuKaTericteaTta y B ABaTa N
crny4as ca cepuo3Hu !

« Log retention and Complience

« Performance

* Reporting

« Secure log transfer and management

K

&

© Novell Inc. All rights reserved



[lpeousBukatencppara... Log retention N
and storage, performance

e KopnopatusHute T cuctemun reHepupar
HenmoBepHU Konn4vecTtBo Log-oBe

« CTaHpapTuTe n3nckBaT axmBupaHe 3a cpok oT 1 roa.
(PCIl) oo 7 roa. 3a Basel Il

* MpeaBuXaame Nnu cpeacTea 3a cthuntpupaHe um
3anuc caMmo Ha HeobxoanmMmu/3zagbImHKUTENHU
cbLOuTUA

e pewaBame nu npobriema ¢ yHupmkaumsaTa m
cTaHgapTusauusaTa Ha Log-oBeTe (parsing &
standartizing)

* npoun3BoAUTENHOCT: KakBo 3Ha4n EPS (events
per second) B HawmA KOHKpeTeH cny4yau ? Kbae e
,TaBaHa" Ha npepnaraHoTo peweHue? Kak ce
nsmepsna ?

© Novell Inc. All rights reserved



[NpeansBukarencreara.... searching N
and reporting, secure log tansfer ....

* KaKBMW CpefCTBa 3a TbPCEHEe M aHanus3 ce npeanarar.
bbp3oaencreme n eoeKTUBHOCT?

« Konko u KakBu ,FoTOBWU" panopTu ce npeanarar.
Bb3MoXHa N1 € KbCTOMU3aLUKUA 3a KOHKPETHUTE BU
cneymndounyHn Hyxan?

* KOJIKO € CUTypeH MexaHn3ma Ha cbboupaHe,
TpaHcdep n apxusmpaHe? MoxeTe nu ga
npencraBuTe gokasaTesrictea, Ye nHgopmauyumsTta e
aBTEHTUYHA N He € buna 0beKT Ha AOMBbIHUTESTHO
YOBELLKO Bb3aencramne?

@ wa O

© Novell Inc. All rights reserved
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Novell Sentinel 6.1 SIEM




E—————————
PYHKLUNOHANHOCT

N

Cbbupa nHdopmaumsi otT KOMNOHeHTUTE Ha AT
cucrtemara:

network devices — routers, firewalls

security devices - intrusion detection/prevention systems
operating systems

applications — anti-virus, ERP

databases

OOO0Q0
OO0

27 © Novell, Inc. All rights reserved.



N
PYHKUMOHANHOCT

CbbutuaTta ce:
- cbbupaTt OT BCUYKM UK OT onpeaeneHn CUCTEMU/KOMNOHEHTH
- NMapcuHr u Hopmanuaauus (parsed and normalized)
- Kopenauus ¢ uen paskpuBaHe Ha noTeHunaneH NHUUOEeHT

- BCEKM MHUMOEHT ce “npucBosiBa Ha OTTOBOPHOTO NnuLe 3a
pa3pelwlaBaHe (e-mail, alerts)

- BCUYKO ce apxmBupa B 6a3ata HO e AOCTBLMHO Npu
HeobXxoaAMMOCT 3a aHanNusaun

- NpoLieca NpoTu4a B pearnHo Bpeme

- NpeaBnaeHa/Bb3MOXHa € MHTerpauunsi C peLleHneTo 3a
ynpasneHue Ha ngeHTnyHocTute/goctbna (identity, asset
management)

28 © Novell, Inc. All rights reserved.



[ bBKaBa apXuUTeKkTypa

Ckanupyem gmsauiH - _—
distributed approach — —
using iScale message
bus I

SUBSCRIBE

Pa3paboTeH 3a BHegpsiBaHe B

REPOSITORY

Tﬂ

1 — |

(multi-site scenarios) swus -

[MosBonsBa aybnvpaHe Ha

PUBLISH COLLECTOR MANAGER

COLLECTOR MANAGER

KOMMOHEeHTUTe Ha Sentinel 3a ST Ton
HOCTMFaHe Ha BMCOKa COULECTORS t COLLECTORS COLLECTORS t COLLECTCARS
npussoanTenHocT ( higher | |  oovsomees | i
event rates) oy
)
= Fw-'-'l hﬁnl Dd;.*wﬂ m:;m th;"i luuglnpc R!MB
cneunanusnpanu Collector =y
Host 105
Managers N B BN . ¥y W
N~:)8 Activiriss ideckty  Vukrability e M Domain Custom
owerk Mgm! Mgnt Conaler s
e(beKTMBHM KopenaU'MOHHM CxeMM SECURITY PERIMETER REFERENTIAL IT SOURCES OPERATING SYSTEMS APPLICATION EVENTS

Figure 1. Sentinal Architecture

29 © Novell, Inc. All rights reserved.



Architecture

erved.
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Architecture

erved.
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Architecture

@ Q@ OO0

Collector Managers

Collectors

Connectors




Architecture

Q OO0

Collector Managers

Correlation
engine

Collectors

Connectors

OOEO0OVLO0OOLO0
OOOBOERLOHOOO



Architecture

Correlation iTrac
engine remediation

Collector Managers

Collectors

Connectors

OO0V O0OOO0
OOOOEERLHLOO

© Novell, Inc. All rights reserved.



Architecture

Correlation iTrac
engine remediation

Collector Managers

Collectors

Connectors

OO0V O0OOO0
OOOOEERLHLOO
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Architecture

Correlation iTrac
engine remediation

Collector Managers

Collectors

Connectors

36 © Novell, Inc. All rights reserved.



Architecture

Correlation iTrac Control
engine remediation center

Collector Managers

Collectors

Connectors

37 © Novell, Inc. All rights reserved.



Distributed Deployment Scenario N

000

ORE R

@ @



|
Solution Packs

Solution Packs are targeted content packages that
have prepackaged correlations, reports and processes
ldentity Management Solution Pack

enables rogue administrator work-flows and other identity based processes
with Novell Identity Manager - immediately reactive

PCI-DSS Solution Pack
helps the enterprise wide adoption of PCI-DSS compliance controls

Collector and Connector packs are really just specialized
Solution Packs

39 © Novell, Inc. All rights reserved.



Solution Packs

OO




N

Solution Packs - special editions

Q@ Q@ OO0

4 © Novell, Inc. All rights reserved.



Sentinel Log Manager 1.0




SIEM vnu LM - pa3nuyuaTa

Sentinel 6.1 e Event Management system

n obpabotBa cbbUTUATA B pearnHo Bpeme (real-time event
management)

KopenauunTte n otpaboTkaTa Ha MHUMAOEHTUTE ce oTpaboTBaT
npean cbOUTUETO Aa NocTbNM B 6a3zarta AaHHU

Sentinel Log Management, kaTo antepHaTUBHO
peLleHne e opraHn3npaH ga:

- cbbupa n 3anucea B basara parsed and normalized logs n/unu
unknown logs

- NoCTura npom3BoanTeNHoOCT (event rates) no-emcoka ot
Sentinel

- 3HAa4YMTENHO NO-OMNPOCTEH 3a LoHDUryprupaHe 1 ekcnnoaTaums

43 © Novell, Inc. All rights reserved.



N

SIEM vnu LM - pa3nuyuaTa

Sentinel Log Management e paspaboTeH c Len
aHanu3n 1 B3eMaHe Ha pelleHusa “npyu HeobxoanMocCT”

- No3BonsaBa UNTpMpaHe 1 3ana3BaHe camo Ha LeNneBo
Heobxoanma nHdopmauus

- Ma n34vepnaTenHo pa3BuTU Bb3MOXXHOCTU 3a aHarnm3n 1
PENOPTUHT, BKI. Bb3MOXXHOCTU 3a KbCTOMU3ALUUSA criopea
Hy>XguTe/ocobeHocTuTe

- rapaHTupa opurnHanHua npousxod Ha nHdopmauusaTta (digital
signatures on event records)

- aBTOMaTM3npaHo pasno3HaBaHe Ha Tuna Ha U304HKKa
(automatic device type recognition)

- obpaboTBa kakTo parsed and standartized Taka 1 unknoun
nor-ose

44 © Novell, Inc. All rights reserved.



OOLWOTO B TeXHONOrMnUTE UM

Sentinel Log Management nanosnssa KOHEKTOPUTE U
KOnekTopuTte cb3ganeHu 3a Sentinel 6.1

Sentinel Log Management cbLo Taka obpaboTBa
BXoOsALWKUTe rior-oee (parses incoming log records) no
CbLWMA HAYUH KakTo Sentinel

..... B pe3ynTaT Ha KOeTo OpraHM3auumnTe KOUTO Ce
HY>XO0asaT eaQHOBPEMEHHO 1 OT ABeTe Morar aa v
NHTerpmpart

45 © Novell, Inc. All rights reserved.



MHTerpauusaTa

Sentinel Log Management supports the new Sentinel
Link feature

this allows Sentinel Log Management to act as a filtering
forwarder for Sentinel

useful if you have requirements for storing logs for audit purposes

but only some of those events are important from a security perspective
multi-tier installations
full logs stored near the sources

response and remediation is centralized

46 © Novell, Inc. All rights reserved.



Mixed Scenario
m

47 © Novell, Inc. All rights reserved.



Questions & Answers
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