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Web 2.0: New Security Risks

”Web 2.0 and Business 2.0 applications
and communities have become a major
source of malware distribution,
identity fraud, privacy violations, and
corporate data loss.”
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60—-70% of vulnerabilities
detected in 2007 were Web
application vulnerabilities.
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“One in 10 websites were
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Web 2.0: New Challenges il e i

— Social networking sites, such as Facebook, which were once
only considered to be consumer applications, are quickly
moving into the enterprise environment.

— Many organizations are struggling with allowing their
employees to use Web 2.0 tools responsibly without sacrificing
security and regulatory compliance requirements. Web 2.0 have
created both a risk of data leaks as well as a new channels for
malware.

— IDC believes Web 2.0 technologies, if used securely, can help
organizations increase collaboration and productivity and
drive revenue. This is especially important in today's tough
economic climate.

— The advances in Web 2.0 technologies require a new generation
of Web security tools that go well beyond traditional URL filtering

A
P SCALER’



If This Can Happen to the Pentagon, Then It Can
Happen to Your Organization

« Targeted e-mail exploits a client vulnerability
 Likely a customized malware

« EXxploit elevates attacker to system privilege
* Rootkit to hide

 Remote Trojan using HTTPs TCP 443
 Internal spear Phish with Keylogger

* Credentials were used to access and export an "amazing
amount of data"

 Three weeks and $4 million to "recover" from the incident

(Source: Gartner, Peter Firstbrook, Zscaler Webcast May 2009)
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Sources of Confidential Information —31D,®
Leaks

Analyze the Future

Qyestion: How did the leak(s) of confidential information occur? (Please check
all that apply) Base: 43 respondents (Among those who have experienced
leaks of confidential information in the past 18 months)

— -
— -

52% other
“gadgets”

Source: IDC, 2008



HTTP is the Channel!




Web 2.0 Challenges: Security, Bandwidth & More...

Security Threats

Botnets, XSS,

Active Content, Phishing
Can’t be detected with signatures

£ Java )

Web 2.0 is Rendering Traditional Anti-virus Useless

Viruses, Worms
(signature)

Managed Access

URL Filtering
Static list (almost)
Allow or block

Web 2.0 — User created content
Social Sites, Streaming, Webmail, IM

WIKIPEDIA

Traditional URL Filtering is Not Effective

N
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Data Leakage

Web 1.0 Web 2.0
Read Only Users can send and post content
No DLP DLP: Blogs, Webmail, IM
. |
Geaail
Data Leakage Risk Up

PR

Bandwidth Issues

Web 1.0 Web 2.0: Streaming &P2P
No bandwidth . Bandwidth hungry apps
issues: HTML (last m”eg) yapp

pages
€3 w@d BitTorrent

New Network QoS Issues

Enterprises are struggling to deal with web-related issues
Losing ability to enforce policy



Traditional Security Measures are Obsolete
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Traditional Solutions: Don’t Help with New Challenges

HQ Users Appliances have limited functionality

i Caching Botnets + Data Web 2.0 Webmail, Bandwidth
+ URL AV Malware Leakage  Control IM Control
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Buy, install &
* Acquisition & deployment Cost: X boxes maintain water

* On-going Management Cost: Multiple Ul/policies, cleaning kit in each
log files home?
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Traditional Solutions: End-point software

PCs/laptops: Install antivirus etc. software on each PC
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Natural move to professionally managed services
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Home water cleaning Water utilities deliver clean water Home power generators Power utilities: Get power as you need
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Zscaler Web Security as a Service:
Secure, Fast & Policy-based Access to Internet

HQ Users
o - Zscaler Utility
Di ‘L S IT admin defines your _
- I company policy
gi - C.d

Inspect & enforce

policy Bankof America,
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/]\ A Inspect web pages being Google

. Forward Internet-bound
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facebook.
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* No Acquisition Cost, No Deployment Cost, Little on-going
management
* Annual Subscription Fee




Zscaler Functionality:Comprehensive, Integrated, Best-
of-Breed

MANAGE

Y Web20

URL ' Applications’  Bangwidth Y
Filtering ! Optimization ,

A
Web Access*,
“~_ Controls

Advanced Threats~ _
Protection

-
-

~~
-

Anti-Virus & Anti-Spyware "~

Zscaler Global Network

Eliminates the need to buy multiple point products; Reduces cost
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/Zscaler Inspects Request & Response

Request
* Most vendors analyze only domain
and block based on a black list Domain Path Parameters Cookies  Body
. o _ |
* Domain represents < 5% of a total € https://facebook.com/profile.php?id=x ¢
URL
Response
* URL represents < 1% of a total HTML Images Scripts XML RIA
Page _ ActiveX Java Visual Basic for
Controls & -éa nﬂ Apps. Macros
activex Browser <= Applfats'& &, inOffice
Helper Objects Java Applications documents
q ___JavaScript HTML
\E/\)/(Iencdu?t:/tfles {I ‘: (HTML PDF <meta name="description"”
) stand-alone). content="CalMail

" & Dynamic Link
{ .J Libraries Visual Basic Script

Analysis of Request/Response Is critical

<meta name="keywords"
content="informat
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IP Reputation
Identify servers
known to send or
proxy spam email

* Spam sources
relatively static

* Open proxies

o

Domain Reputation
Identify sites/pages
hosting malicious
content

* Web 2.0 sites
encourage dynamic
content

* User supplied
content changes
frequently

Understanding the Web 2.0 risk

§] wezo

Page Risk Index
Inspect
bi-directional
content in real time
(dynamic)

* Bi-directional
scanning

* Deep inspection of
URI, headers,
cookies and full
message body

* Custom pattern
matching

* Numerous internal
and external data

leveraged, unlikely * Difficult to classify feeds
to change domains by content
2004 2005 2006 2007 2008 2009
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Zscaler Global Cloud

multi-tenant, highest performance, lowest latency
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Delivers Rapid Response Time & High Reliability

® Production O Coming Soon ZSCIAW{ERTM



Real-Time Analysis & Consolidated Reporting

Real-time dashboard

Secure Manage Comply alyze
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URL Action Policy Reason Malware Cla Malware Category Client IP Agent
Publishl diz.wxnetlux.org/dlfvin/BackdoornMSW Deny Virus/Spyvare/Malvare | Virus Trojan 152.168.198.12! Firefox (2.0)
v kpn-indonesia.org/mars/mail65 | Deny Virus/Spyware/Malware | Other Malware | MalwareSecurityRisk 192.168.198.12' Firefox (3.0)
10.10.100.231/testvirus/nev/ec.exe | Deny Virus/Spyvare/Malvare | Virus Trojan 152.168.198.12! Firefox (2.0)
Vieve _ TO a ||Cat|0nS fOI" ueSt Outbo| 10,10.100.231/testvirus/new/ec.exe | Deny Virus/Spyware/Malware | Virus Trojan 192.168.198.12! Firefox (2.0)
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noo
® [[E Facebook 10.10.100.231/testvirus/nevw/ac.exe | Deny Virus/Spyvare/Malvare | Virus Trojan 192.168.198.12! Firefox (3.0]
— 10.10.100.231/testvirus/real/Backdoo | Deny Virus/Spyvare/Malvare | Spyvare Backdoor 152.168.198.12! Firefox (2.0)
—
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IDC

IT Security Management Challenges [pirmo

Q: IT security management challenges to your organization?

All are drivers for Software as a Service (Saa$S)



IDC

W h y S aaS ? Analyze the Future

Q: Please rate the importance of the following as drivers in your organization's SaaS
investments



Zscaler Summary
Increase Security & Productivity While Reducing Costs

Security
* Integrated, Comprehensive & On-demand
Web 2.0 threat protection

Global Distributed Architecture
« SaaS based,highly scalable and reliable model
* Global policy — single policy follows user

Compliance &Real-Time Reporting
« Consolidated reporting and tracking in real-time
« Centralized management with application-based policies

Cost Savings
* No appliance and software related costs
« Operational expense vs. Capital expense

Simplicity
« Eliminates complex point solutions
- Easy to evaluate, deploy and manage policies

= [DC

“Zscaler...provid
es high security
and granular
control at low
TCO”

Top 10 Start-ups

NETWORKWORLD
outlool@y

Cool Vendor

Gartner.

InfarmationiWeck
STARTU%
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http://www.networkworld.com/supp/2009/outlook/010509-startups-to-watch.html?page=10
http://www.zscaler.com/20090318.html
http://www.informationweek.com/1227/startup50.jhtml;jsessionid=FQ2A2LY5M4A2QQSNDLRSKH0CJUNN2JVN

