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NMNoTBbpAaeTe un 3aljuTeTe BawlaTta
MAEHTUYHOCT

CTpora ayTeHTMKaLuA C
eAHOKpaTHU Naposiun, pelleHme Ha
Vasco Data Security 3a Bucoka
MHPOpMaLMNOHHA CUTYPHOCT

ExkaTtepuHa Xpucresa - Kapamdunosa
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AyTeHTMKauUuMA Ha noTpebutens

» AyTeHTMKauusa Ha
notpebutens e aga
nposepuil

MAEHTNYHOCTTaA MY

“On the Internet, nobody knows you're a dog.”
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Hy>xaaTta oT ayTeHTUKauuMa Ha
norpeburenurte

~_  Internet

OTtpaneyeHu noTpebutenu

Firewall/VPN

Enter Username and Password @

The connection "'Firewall” requires a username and
password for authentication.

JlokanHu notpebutenn

Please enter your username and password assigned to
you by your network administrator.

OtpnaneyeHn notpedbutenu Usemame: |

Password: l

(3 The peer does not allow saving of userame and password

] Cancel
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Bbnpocu

= ToBa no3HaTo nu Bu B?
=  Konko(passnnyHn) naponmn € HYy>XHO Aa NOMHUTe?
= Hgkora Hanarano nm Bu ce e aa cu 3anuceaTte naponaurte?

= [laponute mnmBona??
= + KOMb, SYKBU, r71aBHU U
MaJiku ¢
» KoJiKo yec poaunTe cn?
= Hanarano CU HAKBAE UNIN Ha
HAKOWN?

= [laponute .pafHaTWN, XaKHaATK,

= CnopensiH

= Kak a3 Mora ga bbaa curypHa, 4e Tm Cu TO3U, 3a KOUTO ce
npeacraBsaw’?
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Hah-uecTtute naposiv n3noJsiaBaHu ot
norpeburenurte

Password

123456 ik
Qwerty
Abc123
Letmein -

SORRY =
YOUR PASSWORD

ISN'T LONG ENOUGH

Monkey -

Myspacel

Passwordl
Blink182
. BaweTo nbpBO nMe

o0 N NOVCUL Q) =

[
o

A Rfefezence
the, .
Rest of Us!

FREE eTips at dummies.com-

=13TOuHMK: PC Magazine 05/2008




N360p Ha naponm

OymaTta

®amunHu "password" NMpon3BonHu
UMeHa 2% OGYKBM U

15% uudcdpu
26%
NMmeHa Ha

AOMaLLHMU
nooumMumn
16% .
nicknames

PoxgeHu 23%
OHU
18%




OBbIMKUHA Ha 26 36 52 96
naponarta non-case 6ykeu/undpurnasHu/manku all print.

4 <1MUH. <1MUH. 1 MUH. 13 MUH.
5 <{MuH. 10 MUH. 14yaca 22 4yaca
6 50 MUH. 6 yaca 2 OHN 3 Meceua
7 22 yaca 9 QHK 4 meceua 20r.

8 24 OHW 10 meceua 17 . 2287 T.
9 21 meceua 33T. 881 r. 219000 r.

45 . 1159 . 45838 r. 21 mmn. r.




=B 6e3onacHOCT cbM 3a cnegBawumTte 21
MWUIUOHA FOAUHM....

rTyx*pK2%9

*MosiTa napona e h

rTyx*pK2%9
*"(U3MUCIIeHa OT MeH AHecC)
"(3abpaBeHa OT MeH yTpe)
= ..00aaM ce Ha nogAapbXKKaTa...unu n3non3Bamn
Nno-yMHa TexHosnorusa ©
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3auwo Strong User ayTeHTUKauua?

= BbBeXxaaHeTo Ha NoTpebuTencko nMe n napona e
He3alwunTeH n He Bu 3awmTaBa oT Kpaxba Ha

= [lpepoTBpaTsiBa HEOTOpU3UpPaH AoCTbN A0 IT
NMHPpaCcTpyKTypaTa

= OcobeHo npu oTaaneyvyeH AOoCTbM, C Len 3allmMTeHa
ayTeHTMKaLUsa Ha oTAasieyeHn notpebuTtenm e
npenopbymMTENHa KOMBUHALUMATA C:

e VPN, SSL-VPN, web logon, Citrix, Web Server
NPUMOXEHUS...




Ecnum BANCO POPULAR

Estimadeo cliente del Banco Popular.

Lamentameos comunicarle que en estos dizs nuestro servidor de procescs bancarios recibid un stagque
con fines lucrativos.

Gracias a nuestro complejo sistema de seguridad gque usamos en nuestros servidores, el atague fue
indtil para el atacante, sin embargeo por medidas de seguridad su cuenta ha side una de las muchas
afectadas quedando bloqueada parz evitar cuzlquier tipo de problema.

Para reactivar su cuenta es necesaric que haga click en el siguiente enlace v

http://wwaw.bancopopular.es/reactivar/index.asp?coduser=877336

@ This is a reported phishing website

http://www.businessdataint.com/bancopopular/
Gracias por confiar en Banco Popular.

) Internet Explorer has determined that this is a reported phishing website. Phishing websites
T 2004 Grupeo Bance Populzr, Todos los derschos ressrvades, [B00:800] [1Explorer 5.5 o supark impersonate other sites and attempt to trick you into revealing personal or financial
information.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Report that this is not a phishing website.
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High-tech 3annaxwu

Internet

Fake emails

DA

Phishing

A

Hacker

Pharming

Y

Fake Website

User

Hacker

Website

Trojan Horses 8

Hacker
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Hy>xaaTta oT npeMaxBaHe Ha CTaTU4YHU Naposim

= CTaTWU4yHMTE NAposIN ca Han-cnaboTo 3BeHO BbB BepuraTra

Ha IT Security

= Te MoraT necHo ga 6baaTt HallydyKaHu, XakHaTu
NN AOPU NPOCTO NMPOYEeTEHN Npe3 pamo

your network now

seotine =
Find the voinerst

Hackin

= CTaTuyHuUTe Naposin He ca ‘free’

= Cb3aaBaT Bb3MOXHOCT 3a 3110ynotpebun, HapyLweHuns u

pa3KkpuBaHe Ha LoHduAEHUMaNHa Uan 4yBCTBUTENHA

MHOopMauUmns

= [ToBeye oT 30% oT obakaaHuaTa kbM help-desk ca

CBbpP3aHu C naponiata Ha noTpebuTtens

12
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3aujMTeHa oTaasiedeHa ayTeHTUKauusa

ype3 VASCO

N3KNo4nTEeNHO 3allMTEHA, CbBpeMEeHHa cTpora
ayTeHTMKauuma Ha noTtpeburtenurte 3a RADIUS- 1 WEB-

6asupaHu pewieHns

MpenoctaBda Ha noTpebutennte One-Time Password (OTP)

adyTEHTUKaALUUA

Cobctoum ce ot authentication server 1 user

authenticators (tokens)
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BUCOKO 3alyMTEeHa ayTEeHTUKaLUMA Ha
norpeburenure

=  AyTeHTMKaUMUATa 3aBUCK OT eauH Unm nosede cpakTopm 3a

ayTeHTUMKauus
= ‘Hewo, koeTo 3HaeTe’ (PIN, napona)

= ‘Hewo, koeTto nmarte’ (token, knpeamtHa KapTa)

= ‘Hewo, koeTo cte’ (MpbCTOB OTNEeYaTbK, OTNevYaTbK Ha

peTuHaTa)
= ABy-dpakTopHa Uu strong user ayteHTUKaums

= lAeHTMYHOCTTa Ha NoTpebuTens BMHarm ce npoeepsiea no

nBa akTtopa
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One-Time Password

= ‘One-Time Password (OTP)’ e yHnkanHa napona, KosTo

He Mo>ke aa 6bae uanonssaHa NOBTOPHO, OTKpaAHaTa

MNIN XadKHaTa

, The connection "Firewall' requires a username and
$59 password for authentication.

Please enter your username and password assighed to
you by your network administrator.

Username: I Ekaterina

Password: | RS pK2%9

Li,) The peer does not allow saving of username and password

| Cancel




OTP reHepupaHe: KAK?

WASCC D

¢ ez



http://demotoken.vasco.com/go3.html
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KoHuenuusarta: TEHEPUPAHE Ha OTP

=Digipass nsuncnasa One Time Passwords (OTP)

=One time passwords He MoXe Aa 6bAe U3non3BaHa
NOBTOPHO, OTKpPaAHaTa UM XaKHaTa

ARropuTbM Ha KpunTupaHe
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KoHuenuuaTta: MNMOTBDBP)XAEHWUE Ha OTP

KnueHTcka cTpaHa CbpBbpHa CTpaHa

§) -
Internet |\ :

AnropuMTbM Ha KpunTupaHe

ANropuTbM Ha KpunTupaHe
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http://www.baber.com/baber/products/mediumtower_cases.htm

User authenticators — DIGIPASS tokens

= DIGIPASS (DP) TMnoBe TOKbHM

= XapayepHu DP TOKbHI

= C egnH 6yTOH

= C knaBuaTypa

= CodtyepHU DP TOKBHMU

19



DIGIPASS BugoBe

BuptyaneH DIGIPASS

DIGIPASS 3a web

DIGIPASS 3a Mobile Enterprise Security Edition

DIGIPASS 3a MobuneH TenedoH

DIGIPASS TOKBHM
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RADIUS-cbBMmectumu Firewall/VPN
npovssBoaAUTENN

NETASQD  [iluniper

Novell

ol ) Check Point’

s - oFTWARE TECHNOLOGIES LTD
CISCO ( '

FEERTINET.

Microsoft
> .
@atc hGuard

SOHKWAH ’ PROTECTION AT THE SPEED OF BUSINESS.™
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http://www.cisco.com/en/US/hmpgs/index.html
http://www.aepnetworks.com/index.htm
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eBay - PayPal Security Key

eBay Security Center: PayPal Security Key - Microsoft

File Edit Wisw Favorites  Tools  Help

& <> ] \ﬂ @ jj /.77 search H_jt(Favor\tes £ 3 - ; o] ~ J ﬂ _‘i

sddress | 4] hetp/ipages. sbay. comisscUribycenter fsecurity _key.html

~| Go | Links >

‘ “ home | pay | register | site map
[y [ son | oy vy | e |

Start new search

|[ Search |

Advanced Search

Hellol Sign in or register.

Homs > Community > Sscurity & Resolution Centsr > PayPal Security Key

Security & Resolution Center

FOWERED BT

JiyﬁumsuS ©Sun

Choose A Topic PayPal Security Key

Overview
FAQ

Order Security Key PayPal security Key is the *PLUS* that

Activate Security Key adds an extra level of protection to your eBay account.

eBay and PayPal introduce a new
level of account protection. digit

ch time

Just enter the security code

Howr it Works when you sign in to eBa
The PayPal Security Key generates a new six-digit code at

the push of a button. For an extra layer of account Lightweight and sturdy,
protection, add the code when you sign in to your eBay it's small encugh to attach

account to ur keychain

Buyer Benefits
Puts advanced c
» Makes online shopping even maore secure security at your fingertips.
e« Provides additional account protection
» “erifies your identity
Safeguard all your
Seller Benefits transactions for a small,
one-time fee (35

s Gives you greater control over your eBay sales
s Protects your privacy
s Ensures that onlv vou receive navment for vour

~

&) Done

B Internet
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Hakonko aymmu 3a VASCO Data Security

= CBeTOBHa KOMMNaHu4 C ueHTpanHu odpumcm B US n EBpona
= PeruncrtpupaHa B Nasdaq: VDSI

= Bopaewla cBeToBHa codpTyepHa KOMNaHUS, cneynannsnpaHa
B Internet 3awmTaTa

= KoMnaHug c noseve ot 8 000 knneHTa B noBeye oT 100+
CTpaHu, Kato 1250 oT TaX ca MHTepHaUMOHATHU
dMHAHCOBUN NHCTUTYLUN
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Mucnenku 3a Crtpora AyTeHTUKaLuma

Mucnute 3a VASCO Data Security
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