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Cisco IronPort
Unparalleled Market Leadership

= [ronPort funded In

Gartner 2000, acquired by
IronPort Positioned in the “Leaders” Cisco in 2007

Quadrant in Magic Quadrant Report
= 20,000+ customers

= IDC globally
ronPort e o = 400 million users
ronPort is positioned as a leading
player in the messaging security protected
appliance market = 40% of Fortune 100
companies
THE RADICATI GROUP, INC. = 8 of the 10 largest

service providers
Named lIronPort the market share

leader in the email security appliance = 99%+ customer
market renewal rates




Phishing is changing

™ Spear_ ® Whallng

Phishing

DNS Cache Social Fortune 500
Poisoning Engineering Phishing

{- Pharming l

Spearphishing Attacks by Date

= 1/3 of phishing sites host malware

= Average on-line time for a phishing
site: 3 days

Source : Anti-Phishing Working Group



What about TypoSquatting?

* Focus on heavy traffic sites

» Hackers register names close to
famous brands or sites

* Invesrion of 1 letter

 Name variant
(micrpsoft)

* Orthografic Mistake

« Creation of a similar site, downloading
malware on computers


http://www.googkle.com/
http://www.googkle.com/
http://www.microsoft.com/
http://www.hotmial.com/
http://www.wikipefia.org/

Zombies are changing
The Storm network

*The world’s most important
botnet

1000 contaminated PCs rented $220 in
Germany

1000 contaminated PC in the USA $110
Rented per hour, with phone support available

=Self-expanding: Recruiting emails
& Spam

=Coordinated: Synchronizes email
spam with web landing pages

=Peer-to-Peer: Uses P2P network
to communicate

2007 : Storm is born

2008 : Storm still active, joined by Kraken/Bobax & Asprox




Threat vectors are changing
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(as of 10/31)
Volume of Malware Successfully
Propagated via Email Attachments

alware pyware are
the hidden enemy




Legitimate Sites Hacked

= Qver 87% of all Web-based threats today are using exploited
web sites*

= 9 out of 10 web sites vulnerable to attack**

= A commonly used technigue today: iFrame attacks
1. A legitimate site is hacked (iFrame added on a page)
2. The user is re-directed by the iFrame towards an infected website

3. A malware is automatically downloaded on the desktop by
exploiting a vulnerability of the web browser

= Cannot be secured with legacy URL filtering solutions

*Source: Cisco TOC
**Source: White Hat Security, Website Sec Statistics Report 10/2007



What is one of the first things you teach your
children?
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http://upload.wikimedia.org/wikipedia/commons/0/03/Green_check.svg
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To search for specific content?
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http://www.as-e.com/img/popups/z_backscatter_privacy_algorithm01.jpg

Cisco Global Threat Correlation

Cisco Threat
Operations Center

Global Threat Global Threat

Telemetry \&J/// \\\x_// Telemetry
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Dynamic Updates and
Actionable Intelligence
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Intrusion Email Security Web Security System

Prevention Appliances Appliances Administrators
Solution




e
Cisco IronPort SensorBase*®

Threat Operations Console

e Statistics on more than 30% of
the world’s e-mail traffic

* New threats & alerts detection

* More than 150 parameters to build
reputation scores

Dashboard Security Network Threaéggt%rrations Security Updates

« Data Volume

* Message Structure E-Mail Reputation Filters
» Complaints

Reputation Score

....................................>

* Blacklists, whitelists
* Off-line data

N

* URL blacklists & whitelists
* HTML Content
* Domain Info
* Known “bad” URLs
* Website history...

Web Reputation Filters _
ceesesesssecssecnsscanseenseeassesssp REPULALION SCOre




E-Mail Reputation

90% of messages stopped at connection level

Very positive score:
messages are delivered
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e s
SensorBase
Reputation Filtering Q

IronPort Anti-Spam

/”—'

Suspicious Who?
Score

How?

Verdict

What?

>

> 99% Catch Rate
<1in 1 million
False Positives

Very negative score:
TCP connection is
rejected




SenderBase Reputation Filtering
The Cisco Example

Message Category Messages
Stopped by Reputation Filtering 93.1% 700,876,217
Stopped as Invalid recipients 0.3% 2,280,104
Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312

Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000




Web Reputation Filtering

‘ Known good sites
aren’t scanned

SensorBase
Web Reputation

| Filtering
«<: Suspicious SSL Decryption
: : ’ Score

DVS Engine

Anti-Malware &
Anti-Virus
Scanning

Requested
URLSs

Known bad sites
- are blocked



95% of companies
who try Cisco IronPort
become customers.

Contact:
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